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Protecting you and your

Current Account from fraud




Pointing you in the
right direction

This booklet provides guidance on how to protect
your Current Account and Debit Card from Fraud.

How will |
know if a call
is genuine?

How do | keep

my card
details secure?

How do | shop
online safely?

What should | do
if | suspect fraud?
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Fraud on Financial transactions is regularly reported in the News with Fraudsters
becoming more sophisticated each day and producing frauds based on current topical
news items. We need to do more to protect ourselves from becoming victims of fraud.
While most financial frauds still use phone, texts and emails to commit the crime,
fraudsters are using technology and publicly available information to trick people. As a
valued member of our Credit Union, we hope this guide will help you to become more
fraud aware. If you have any queries on this document please contact your Credit Union.

Be Informed
e Stay in control, don’t be
rushed into making a decision
you will regret.

e Don’t assume you can trust
the caller ID. Phone numbers
can be changed so it looks like
your Credit Union is calling.

¢ Fraudsters may already have
basic information about you in
their possession (e.g. name,
address, date of birth) do not
assume a caller is genuine
because they have

these details.

Be Alert

e To unexpected/unsolicited
emails, telephone calls or
texts. Always independently
check the person is who
they say they are.

e Always check your
statements, and if you notice
any unusual transactions,
report them to your Credit
Union or Credit Union Card
Services immediately.

Be Secure

¢ Don’t allow yourself to be
rushed. Take your time to do
the relevant checks.

e Never give your security
details such as full online
password, code/login
details or PIN to anyone.

¢ Never use public Wi-Fi to
make an online payment or
access your online account,
use your home or mobile
data connection instead.



What to look out for:

® ATM Distraction: Be aware of others around you especially people offering help — If a stranger
offers to help you at a cash machine, put your card away and leave. This is most likely a scam to try
and see your PIN and steal your card.

* Be Aware of any damage or obvious fixtures to the ATM that look out of the ordinary. If in doubt,
use another ATM.

e Lost or Stolen Cards Fraudsters have been known to intercept Debit Cards and PIN numbers in the
post. Be mindful of leaving post sitting in a mailbox especially if you live in an apartment block where
other people may have access to the post boxes or if you are away for a period of time.

What you can do:
e Shield your PIN & check there is no one near you before using an ATM.

* Don’t use the ATM if there are signs of tampering.

e |f the ATM doesn’t return your Debit Card, report it to your Credit Union or contact Credit Union
Card Services immediately on +353 1 693 3333 available 24/7.

* Protect Your PIN: Your Debit Card is secured with a Chip & PIN —do not share your PIN with anyone.

* Never write your PIN down or share it with anyone. If you believe your Debit Card or PIN has been
compromised contact your Credit Union or Credit Union card services immediately on +353 1 693
3333 available 24/7.

e Payment Terminals: Never let your Debit Card out of your sight when you are making payments
such as for a purchase in a retail outlet, restaurant, bar or parking machine. Insist that your Debit
Card is visible to you at all times.

* Report your Debit Card as Lost or Stolen as soon as you have identified it as missing from your
person or not received in the post after 10 working days to your Credit Union or Credit Union Card
Services +353 1 693 3333 available 24/7.

* Check your receipts against your Credit Union statements regularly. If you find a transaction that
you don’t recognise, inform your Credit Union or Credit Union Card Services +353 1 693 3333
available 24/7.

* You should consider putting your Credit Union telephone number and Credit Union Card

Services telephone number in your phone should you need to report your card as lost/stolen.



Protect your Passwords - Be Password Savvy!

e There are many simple ways for you to stay safe online.
e Using a strong password is a good way to start.

e If you use a password to log on to your network or computer, use a different password for
orders or retailer accounts.

e Avoid using your address, birth date, phone number or easily recognisable words.

e The best passwords are alpha-numeric (using letters and numbers) and at least 8
characters in length.

e If you follow these simple steps, it will help to keep your Current Account Safe and Secure.

What you can do:

e Use the security settings on your device - You should turn them on and set them to the
highest level possible.

* Use a PIN or password - Set up a PIN or password on your device that only you know.
* Choose a strong password - Pick a password only you know and don’t share it. Avoid using
simple combinations such as “1234”, “0000” or passwords that are easy to guess like

“password123”. Don’t use words or numbers personal to you such as dates of birth.

* Don’t let anyone else use your password - Keep your Online Account access safe,
even if you have a joint account.

» Keep your security questions safe - If you have to set a security question, don’t use
personal information, and don’t share it with anyone.

e Don’t use the same password - Choose a new, strong password for every site you use.

e Don’t write passwords down - Do not write passwords down. If you have to keep a reminder
don’t write them in full and keep them safe.

If you think someone else knows your personal account
details contact your Credit Union or Credit Union Card
Services on +353 1 693 3333 available 24/7




Online fraud is the use of the internet to defraud or take financial r'- -

advantage of you. Fraudsters do this by accessing your online
Current Account or by presenting you with false offers in order to
get you to transfer money or provide them with your Debit Card
details. The internet is part of our daily lives for shopping, banking
and connecting socially. While it brings many opportunities it also
allows criminals attempt crimes from a distance reducing their

chances of being caught.

What you can do:

« Exercise Caution when buying or selling items online by ensuring you are protecting your personal
information.

e Research as much as you can about the retailer before you purchase anything from them. Use
online stores that your friends and colleagues have used successfully or ones that you have heard
about through trusted sources.

¢ Avoid deceptive websites when purchasing online. Copycat sites often pose as legitimate entities
but are set up to take your personal information. Research the website and reviews via google, boards
& social media.

* Never Disclose personal details such as account, online or PIN numbers in response to an email,
phone call or letter claiming to be from your Credit Union. Financial institutions will NEVER request
you to disclose your full passwords or PIN.

¢ Ensure that when you are shopping or making a payment online, that your internet access is secure
— The beginning of the website address should change from ‘http’ to ‘https’ before a purchase is
made. This indicates that you are using a secure connection.

¢ Look for the Padlock!! Click on the security icon (the padlock or unbroken key symbol) to ensure
that the retailer has an encryption certificate. The link should describe the type of security and

encryption being used. If in doubt do some further independent research before using the website.

¢ Don’t use unsecured public Wi-Fi networks or hotspots to make a card purchase or access your
online account. Use your home or mobile data internet connection instead.

¢ Do not click on links or pop-ups or ads that state that you have won a prize.

Always check your statements and report unusual activity to your Credit
Union or Credit Union Card Services on +353 1 693 3333 available 24/7




Criminals can use false ads to trick you into transferring money, giving them your card details or
other financial information. These false ads appear in many different ways including being sent to
you by email or post, placed in a newspaper or public space or pop up while you are browsing online
or on your social network feed.

What you can do:

* Don’t be Fooled by ads on Social Media with ‘incredible’ offers. Research the company advertising
the offer and remember — if it looks too good to be true, it probably is!!

¢ Advance Fee Emails intended to appear as a genuine business proposal, offering large sums of
money in return for help. Do not open or action these emails. Report this immediately to your email
provider and delete the email.

¢ If Paying via PayPal — When you are buying items online, select ‘goods & services’ at the checkout
and not ‘friends and family’.

» Keep a record of your purchase — Print out or save a copy of your order should you need to dispute
the transaction in the future with the Merchant or your Credit Union.

* Be Aware of and do not respond to requests to purchase gift cards and then provide the code as
a form of payment.

¢ Always Read the Terms and Conditions before you sign up to any agreement or purchase goods /
items taking particular care where you might be signing up to a continuous authority agreement or
subscription.

If you believe you have been a victim of Debit Card or any other type
of financial fraud on your Current Account, report it immediately to
your Credit Union or Credit Union Card Services on +353 1 693 3333
available 24/7.
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Scam Calls
STOP and THINK —is this call genuine?

Fraudsters can phone people and pretend to be from your Credit Union, the Gardai, or other well-
known companies. Scam calls can sound real and professional and are often combined with
Phishing attempts. People can be pressured into disclosing their personal credentials through
several means.

e What is Phishing? - (Normally electronic means such as email)

A Fraudulent attempt to obtain sensitive information such as usernames, passwords and Debit Card
details by disguising oneself as a trustworthy representative of a company or organisation in an
electronic communication

Types of Fraudulent Calls:

e What is Vishing? — (Voice and Phishing)

A fraudster can phone you, claiming to be from your Credit Union, bank, the Gardai, Revenue or a
service provider such as a telephone company, internet provider or computer company. They trick
you into believing they are a legitimate representative of the organisation and that it is in your
interest to give the information they ask for such as your personal financial credentials.

e What is Smishing? (a combination of the words SMS (text message) and Phishing)

Text messages sent to random phone numbers requesting you to click on an attached ‘link’ to
‘update’ ‘verify’ or ‘activate’ your personal details on your account. The link brings you to a fake
website where the fraudster is pretending to be the legitimate company.

What to look out for:

* Unsolicited Phone Calls: Never divulge personal information including account details, Debit Card
Number or PIN, online information over the phone. Verify the name and company of the person
that has called you and if you are unsure of the caller hang up the phone and use other sources
such as the utility providers bill, or search engines or professional networking sites on the internet
to research the organisation or individual. Remember it is unlikely that your Credit Union will make
an unsolicited call to you, and if they do, they will not seek your account details as they will have
these to hand.

* Don’t Respond to high pressure tactics to divulge your current account or personal details if you
are unsure of the caller, take their details and say you will ring them back. Independently verify the
phone number they give you to ring back before returning the call.

¢ A need to transfer money - Scam calls can try to get you to transfer money for security purposes
or to a safe/secure/holding account. Do not do this. Your Credit Union would never ask you to
move money to a ‘safe’ account.
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e Refunds - If a call offers you an unsolicited refund it may be a scam. Your Credit Union would
never call you about a refund of any kind requesting your account details.

e Test transactions - If a call asks you to do a test transaction then it’s a scam. Your Credit Union
would never ask you to do this.

e Calls from the Gardai - It’s very rare for the Gardai to contact you regarding financial services. If
they do call, tell them you will phone them back. Verify the Garda Station details you are to ring
back before returning the call.

* You're asked to log on to your computer - A scam call may tell you there’s something wrong with
your computer or ask you to download something to improve your computers speed or
performance. They could pretend to be from your broadband provider or trusted software
company. If you didn’t ask for this call, it is most likely a scam and you should hang up.

What you can do if you get a call from someone you don’t know or are suspicious of

¢ Never divulge personal information until you have validated that the caller is a genuine representative of
the organisation they claim to represent.

¢ Advise the caller that you will call them back once you have validated their identity.

¢ Look up the organisation’s phone number (by using the phone book or their website) and make contact
directly with them to validate.

* Do not validate the caller using the phone number they have given you (this could be a fake number).
¢ If the caller is genuine, they will understand and welcome your need to validate them.

¢ Fraudsters may already have basic information about you in their possession (e.g. name, address, dob,
account details), DO NOT ASSUME a caller is genuine because they have these details.

* Remember! It takes two people to terminate a landline phone call, you can use a different phone line to
independently check the caller’s identity.

Your Credit Union or the Gardai will never ask for the following:
¢ Your Debit Card PIN number or full online access details

¢ Request you withdraw money to hand over to them or transfer
money to another account, even if they say it is in your name.

* To come to your home to collect your cash or Debit Card.

REMEMBER: If you’re not sure about a call hang up the
phone and report it immediately to your Credit Union
or Credit Union Card Services on +353 1 693 3333
available 24/7




What to do if you are a
victim of fraud?

If you suspect you have been the victim of
fraud or have noticed unusual activity on
your account, contact your Credit Union
or Credit Union Card Services immediately
and also report to your local Garda
Station. Fraudsters move fast; the quicker
you contact your Credit Union to
safeguard your accounts the better.

For more Information contact your Credit Union

or log onto www.currentaccount.ie
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